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Business Continuity Plan

Technology Questionnaire
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Comments:

Backup Strategies

	What backup strategies do you utilize (tape, drive, online, hybrid)?  Please describe.
	

	How often to backups take place (continuous, daily, etc.)
	

	How will you retrieve your backups after a disaster? (drive shipped by vendor, download through Internet, retrieve tape or hard drive)
	

	How long will it take to restore your critical servers?
	

	Are all critical applications backed up?
	

	How long will it take to restore your critical applications?
	

	Please name the engineers and technicians responsible for your internal infrastructure.
	

	Please name the staff backups for each of your critical engineers and technicians responsible for your internal infrastructure. 
	

	Do the staff backups have all the same access and capabilities (passwords, encryption codes, etc.) to be able to perform a recovery?
	


Comments:

Communications

	Describe the Internet connections to your office.
	

	Do you have multiple redundant connections?
	

	Do you have redundant fail-over firewalls?
	

	Do you have e-mail continuity in case your e-mail server fails?
	

	Is your phone system a legacy PBX or Centrex system? VOIP? Physical or Virtual?
	

	Do you have a tested fail-over plan to re-direct your phone numbers to cell phones or an alternate location?
	

	Do multiple trusted employees have the authorization and ability to re-direct your phone numbers?
	

	Can you quickly modify your web page to inform your staff and customers after a disaster?
	

	Do you have a tested and organized process to communicate with your staff using text messaging and personal e-mail addresses?
	

	Define any Single Points of Failure that can cause your critical communications to fail? 
	


Comments:

Owner Questions
	Do you (the owner) have all your critical administrative passwords, encryption codes, and other information for an outsourced recovery if your IT staff is not available?
	

	Are these stored securely in a place that can be accessed from home or while traveling?
	

	Have you tested these passwords and codes to be sure they are current?
	

	Do you have a written policy requiring staff to provide you with all critical passwords whenever they are created or changed?
	


Comments:
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